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PROBLEM CURRENT SYSTEM

Students pursuing IT and
cybersecurity careers at lack sufficient
hands-on learning opportunities and
confidence-building exercises in key
technical areas. This gap hampers
readiness for industry certifications
like CompTIA A+ and Security+.

The existing curriculum focuses on
theoretical knowledge but offers limited
exposure to practical applications, such as
command-line interface proficiency,
programming, and network security.

SYSTEM DESIGN OBJECT DESIGN

* Linux and Windows Command-Line
Challenges: Tasks requiring students to
navigate and execute commands.

* Programming Modules: Script-writing
challenges in Python, Bash, and Java.

* Network Security Tasks: Activities to
set up, analyze, and secure networks

* Platform: A Virtual Machine pre-
configured with challenges.

* Environment: Scenarios replicating
real-world cybersecurity problems.

* User Interaction: Students interact
with challenges using tools like
command-line interfaces, and
scripts.

REFERENCES

Contribution

* Designed and implemented questions
aligned with Sec+ certification ke feviiadii
requirements to enhance users' e et
readiness.

* Created an interactive educational
experience by embedding questions with
immediate feedback mechanismes.

 |dentified and resolved issues during the
implementation process to ensure
accuracy and smooth functionality.

* Created hands-on tasks covering Linux
commands, basic programming, and
network security to supplement
Security+ topics.

This will proceed to ask questions in order, do you wish to continue?

Enter an option: 1

A: Ignore the incident until further data is available

B: Notify all FIU students immediately without any investigation

C: Immediately revoke access to the compromised account

D: Increase access permissions on Roarys account to monitor the attacker

Answer Choice: d
Incorrect Answer. Explanation: The correct answer is C because revoking access prevents further misuse of the account while an investigation can be conducted.

: Network segmentation

¢ Antivirus software

Incorrect Answer. Explanation: The correct answer is B because a WAF can protect against DDoS attacks by filtering and monitoring HTTP traffic to and from a web application.

A: Integrity

B: Confidentiality
C: Availability

D: Non-repudiation

Incorrect Answer. Explanation: The correct answer is B because sensitive information was accessed and shared without authorization.

A: Roarys PantherID

C: Roarys FIU email address
D: Roarys password

Insert here other
applicable logos
such as
government or
corporate sponsors

REQUIREMENTS

Hardware:

e \Windows

® Enable virtualization in BIOS
settings

Software:

® VirtualBox

® /MWare

e Any other Hypervisor for
virtualization

IMPLEMENTATION

Users will need to import the ISO
file into their chosen hypervisor.
Once imported, they will have
unrestricted access to the virtual
machine. They can explore the
preconfigured and deployed
content, create their own
directories or files, experiment with
modifications, and even
intentionally break the machine for
troubleshooting practice

SUMMARY

IT and cybersecurity students often lack
hands-on learning opportunities, hindering
certification readiness. To address this, we
created a virtual machine platform with
interactive challenges that simulate real-
world scenarios. Students practice using
tools like command-line interfaces and
scripts, enhancing their technical skills and
preparedness for certifications like
CompTIA A+ and Security+.
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