Florida International University
Fall 2024 Senior Design Project

Panther Prow|

Student: Alejandro Terzini

Instructor/Faculty: Masoud Sadjadi, Florida International University

PROBLEM B Vi VI W v/t REQUIREMENTS
Students preparing for certifications like O e — The system requires a Windows
Com R v and Secur|ty+_ geen Iack_ operating system with virtualization
engaging resources that combine theoretical - enabled. For software, a hypervisor
knowledge with practical skills. Traditional i capable of running virtual machines is
study methods can feel static, and accessible B e ratden el | needed, along with a Linux-based
tools for hands-on learning, such as CTF securitys folder, you will need 23 ! commz:md-line interface (CLI) to
Challe_ngeg,_ are limited, mak!ng It h_gr_der to ou witl b N interact with the program's scenarios
build critical problem-solving abllities. C e e e and challenges.

SYSTEM DESIGN

The program Is built around a pre-configured
virtual machine (VM) designed to replicate
real-world cybersecurity scenarios. This VM

provides students with interactive CTF
challenges and practical tasks, enabling
hands-on experience with command-line

OBJECT DESIGN

The program's design focuses

on creating a diverse range of
challenges to build practical

skills. Linux command-line

challenges are integrated to

enhance proficiency with

essential tools and commands.

Programming modules are

IMPLEMENTATION

Integrated certification-aligned exam
guestions for CompTIA A+ and Security+
Into the program, ensuring proper
formatting and functionality. Designed and
Implemented intermediate-level CTF
challenges by scripting realistic

Included to test and develop
scripting abllities In realistic
scenarios. Network security

Interfaces, essential tools, and custom
scripts. By integrating quizzes and exams

cybersecurity scenarios. Configured tasks
to utilize Linux command-line tools and

with these simulated environments, the
system bridges theoretical learning with
applied problem-solving skills.

tasks are designed to simulate

vulnerabilities and require

scripts within a virtualized environment,
providing an engaging and practical
learning experience for students.

students to analyze and secure
systems, fostering a
comprehensive understanding of
cybersecurity principles.
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Se‘ l | rlt + Question 1: While walking through the Green Library, a student's smartphone suddenly loses connection to the campus Wi-Fi. The student checks their settings and sees that the phone is still connected to the network, but there's no inter for < OI I l I IA A+ al ld Se‘ l I rlt +
[ ] net access. Which of the following is the MOST likely cause of this issue?

C: The student needs to update their browser - - - - -
D: The phone 's airplane mode was accidentally turned on

- A Answer Choice: d
Incorrect Answer. Explanation: The correct answer is A because if the network is overloaded, devices can stay connected but may lose internet access.
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L] u Question 2: A professor is giving a lecture in the Engineering Center and tries to connect their tablet to the classroom projector via Bluetooth. However, the tablet cannot detect the projector. What is the MOST likely reason for this p kl lOWI e d g e q u I Z Z eS ’ exal I IS , a.l ld
C n ml I n roblem?
a e eS SI atl re a -WOr A: The tablets Bluetooth version is incompatible with the projector
B: The projectors battery is low
- - D: The Bluetooth on the projector is not enabled a - O n C a S
Answer Choice: b U
r rI n rI rrrrrrrrrrrrrrrr . Explanation: The correct answer is D because if the projectors Bluetooth is not enabled , i1t cannot be detected by other devices.
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Question 3: A student at THE SIPA building drops their smartphone, cracking the screen. The phone still powers on, but the touch screen no longer responds to input. What is the FIRST step the student should take to resolve the issue?
A: Perform a factory reset
. B: Replace the entire phone U U
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I l Answer Choice: ¢ ’
Incorrect Answer. Explanation: The correct answer is D because replacing the touch screen directly addresses the hardware issue.
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, , Question 4: While attending a Panthers football game at FIU, a student notices that their phone battery drains quickly despite minimal usage. They recently installed a new app related to FIU athletics program. Which of the following is ’
MOST likely causing the battery issue?
- H ~ D A: The app is running GPS services in the background = - .
B: The phone battery is defective
C: The phone brightness is set too high
D: The phone has too many apps installed
Answer Choice: [}
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